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	APEC Principle / Commentary
	Privacy Protection Scheme (legislation, rules, codes, frameworks, and other) 

	Provision

	Sanction

	Results/ Status


	A
	Is privacy a constitutionally protected right in your economy?


	Protection of privacy is enshrined in Article 30 of the Basic Law of the Hong Kong Special Administrative Region http://www.basiclaw.gov.hk/en/index  

and Article 14 of the Hong Kong Bill of Rights Ordinance (Cap. 383) 
http://www.legislation.gov.hk/eng/home.htm
The Personal Data (Privacy) Ordinance (PDPO) protects the privacy of individuals in relation to personal data

http://www.legislation.gov.hk/blis_pdf.nsf/6799165D2FEE3FA94825755E0033E532/B4DF8B4125C4214D482575EF000EC5FF/$FILE/CAP_486_e_b5.pdf 

	
	Under section 50 of the PDPO, the Privacy Commissioner for Personal Data (Privacy Commissioner) may serve an enforcement notice on a data user who is contravening or has contravened a requirement under the PDPO.  The enforcement notice will direct the data user to remedy and, if appropriate, prevent any recurrence of the contravention.  According to section 50A of the PDPO, a data user who contravenes an enforcement notice commits an offence.  On first conviction, the data user is liable to a fine up to HK$50,000 and to imprisonment for two years, and in the case of a continuing offence, to a daily penalty of HK$1,000. On second or subsequent conviction, the data user is liable to a fine up to HK$100,000 and imprisonment for two years and, in the case of a continuing offence, a daily fine of HK$2,000. 
In addition, a data user who contravenes certain provisions under the PDPO commits an offence and is liable on conviction to a fine and imprisonment.  

Section 66 of the PDPO provides that an individual who suffers damage by reason of a contravention of a requirement of the PDPO by a data user shall be entitled to compensation from the data user for that damage. The Privacy Commissioner may grant legal assistance to an aggrieved individual who intends to seeking compensation from a data user .

	

	B
	If not, what other available legislation deals with privacy or confidentiality of personal information.

	N.A.
	
	
	

	1
	I Preventing Harm

(Ref. Para. 14)

Recognizing the interests of the individual to legitimate expectations of privacy, personal information protection should be designed to prevent the misuse of such information. Further, acknowledging the risk that harm may result from such misuse of personal information, specific obligations should take account of such risk, and remedial measures should be proportionate to the likelihood and severity of the harm threatened by the collection, use and transfer of personal information.


	
	Section 64 of the PDPO makes it an offence for a person to disclose any personal data of a data subject obtained from a data user without the latter’s consent and with an intent (i) to obtain gain for himself or another person, or (ii) to cause loss to the data subject.  It is also an offence if the unauthorized disclosure, irrespective of its intent, causes psychological harm to the data subject.  The penalty is up to a fine of HK$1,000,000 and imprisonment for 5 years.

In addition, Data Protection Principle (DPP) 3 of the PDPO provides that personal data shall not be used for a new purpose (i.e. any purpose other than the original collection purpose or its directly related purpose) except with the prescribed consent of the data subjects or persons legitimately acting on their behalf.  


	
	

	2
	II Notice

(Ref. Para. 15-17)

Personal information controllers should provide clear and easily accessible statements about their practices and policies with respect to personal information that should include:

a) the fact that personal information is being collected;

b) the purposes for which personal information is collected;

c) the types of persons or organizations to whom personal information might be disclosed;

d) the identity and location of the personal information controller, including information on how to contact them about their practices and handling of personal information;

e) the choices and means the personal information controller offers individuals for limiting the use and disclosure of, and for accessing and correcting, their personal information.

All reasonably practicable steps shall be taken to ensure that such notice is provided either before or at the time of collection of personal information.  Otherwise, such notice should be provided as soon after as is practicable.

It may not be appropriate for personal information controllers to provide notice regarding the collection and use of publicly available information.


	
	Similar requirements are set out in DPP1(3) and DPP5 of the PDPO.  Data users are required to take all reasonably practicable steps to give the notice on or before collection of the data and to ensure that a person can ascertain the data user’s personal data policies and practices.
	
	

	3
	III Collection Limitation

(Ref. Para. 18)

The collection of personal information should be limited to information that is relevant to the purposes of collection and any such information should be obtained by lawful and fair means, and where appropriate, with notice to, or consent of, the individual concerned.


	
	Similar requirements are set out under DPP1(1) and (2) of the PDPO.
	
	

	4
	IV Use of Personal Information

(Ref. Para. 19)

Personal information collected should be used only to fulfill the purposes of collection and other compatible or related purposes except:

a) with the consent of the individual whose personal information is collected;

b) when necessary to provide a service or product requested by the individual; or,

c) by the authority of law and other legal instruments, proclamations and pronouncements of legal effect.

	
	DPP3 of PDPO requires that personal data shall not be used for a purpose other than the original collection purpose or its directly-related purpose unless the consent of the data subject is obtained.  
Exceptions (a) and (b) of this APEC Principle are covered under DPP3.  As regards exception (c), section 60B of PDPO contains similar provision.

	
	

	5
	V Choice

(Ref. Para. 20)

Where appropriate, individuals should be provided with clear, prominent, easily understandable, accessible and affordable mechanisms to exercise choice in relation to the collection, use and disclosure of their personal information. It may not be appropriate for personal information controllers to provide these mechanisms when collecting publicly available information.


	
	Part VIA of PDPO contains specific requirements that:-
(a) if a data user intends to use or provide a data subject’s personal data to another person for use in direct marketing, he must so inform the data subject and obtain his or her consent; and
(b) the information must be presented to the data subject in an easily understandable and readable manner (if in writing).

	
	

	6
	VI Integrity of Personal Information

(Ref. Para. 21)

Personal information should be accurate, complete and kept up-to-date to the extent necessary for the purposes of use.


	
	This APEC principle is similar to DPP2(1) of the PDPO which requires data users to ensure accuracy of personal data.
	
	

	7
	VII Security Safeguards

(Ref. Para. 22)

Personal information controllers should protect personal information that they hold with appropriate safeguards against risks, such as loss or unauthorized access to personal information, or unauthorized destruction, use, modification or disclosure of information or other misuses. Such safeguards should be proportional to the likelihood and severity of the harm threatened, the sensitivity of the information and the context in which it is held, and should be subject to periodic review and reassessment.


	
	DPP4 of the PDPO stipulates similar requirements. 


	
	

	8
	VIII Access and Correction

(Ref. Para. 23-25)

Individuals should be able to:

a) obtain from the personal information controller confirmation of whether or not the personal information controller holds personal information about them;

b) have communicated to them, after having provided sufficient proof of their identity, personal information about them;

i. within a reasonable time;

ii. at a charge, if any, that is not excessive;

iii. in a reasonable manner;

iv. in a form that is generally understandable; and,

c) challenge the accuracy of information relating to them and, if possible and as appropriate, have the information rectified, completed, amended or deleted.

Such access and opportunity for correction should be provided except where:

(i) the burden or expense of doing so would be unreasonable or disproportionate to the risks to the individual’s privacy in the case in question;

(ii) the information should not be disclosed due to legal or security reasons or to protect confidential commercial information; or

(iii) the information privacy of persons other than the individual would be violated.

If a request under (a) or (b) or a challenge under (c) is denied, the individual should be provided with reasons why and be able to challenge such denial. 


	
	Part V and DPP6 of the PDPO provides for the right of access to and correction of personal data by the data subjects.   There are various grounds of refusal to comply with data access and correction request.  Specific exemptions are also provided under Part VIII of the PDPO.  

	
	

	9
	IX Accountability

(Ref. Para. 26)

A personal information controller should be accountable for complying with measures that give effect to the Principles stated above. When personal information is to be transferred to another person or organization, whether domestically or internationally, the personal information controller should obtain the consent of the individual or exercise due diligence and take reasonable steps to ensure that the recipient person or organization will protect the information consistently with these Principles.
	
	DPP2(3) and DPP4(2) of the PDPO provide that if a data user engages a data processor, whether within or outside Hong Kong, to process personal data on the data user’s behalf, the data user must adopt contractual or other means to (i) prevent any personal data transferred to the data processor from being kept longer than is necessary for processing of the data; (ii) prevent unauthorized or accidental access, processing, erasure, loss or use of the data transferred to the data processor for processing.
In addition, section 33(2) prohibits the transfer of personal data to any place outside Hong Kong except in specified circumstances, including (i) the data subject has consented to the transfer in writing; (ii) the data user has reasonable grounds to believe that there is in force in that place any law which is substantially similar to, or serves the same purposes as the PDPO. or (iii) the data user has taken all reasonable precautions and exercised all due diligence to ensure the data will not, in that place, be collected, held, processed or used in any manner which, if that place were Hong Kong, would be a contravention of a requirement under the PDPO.
[Section 33 has not yet come into operation.]
	
	

	C
	Network point of contact arrangements

	
	Contact details will be made available to APEC members through the APEC Secretariat.
	
	


-- // --
� Note here the legislation, rule, code, framework or other privacy protection scheme. Where possible please provide the URL for the website where the legislation or arrangement is available.


� Insert the full text or summary of the provisions of your privacy protection scheme(s) that correspond to the  APEC Privacy Principles identified in the column titled “APEC Principle/ Commentary”.


� Sanctions should include the nature of the remedies available, the means by which they are obtained, and by whom (for example, government, local law enforcement, private right of action, etc.).  


� Identify areas where the practice and the intent of the principle need further consideration; and identify the status of the economies’ practice, for example enacted, introduced, draft.  If your legislation, rule, code, framework or other privacy protection scheme is at the drafting or proposal stage and has not yet been enacted or implemented, please indicate here and provide any other useful comments."


� Please provide contact details such as name and/or title, address, telephone and email contacts.  This information will not be published but will be made available to economies.
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